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Service Reuse Paradigm: 
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QoS Design Principles
• Service RE with BPMN & 
Simulation
• Service Design with Service 
Components (SoaML)
• Service Development (any 
platform)
• Service Testing & 
Deployment & Continuous 
Delivery
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• Building Security In (BSI), 
Resiliency, Fault-Tolerance 
Design Principles
• Service Security RE with 
Misuse & Abuse Use cases for 
all identified services
• Threat Modelling
• Design for Security
• Building Security In & 
Resiliency, Fault-tolerance,
• Software security testing Se
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with Reuse, Composable, 
Scalable Design Principles
• Reuse RE (Commonality & 
Variability Analysis of secured 
requirements on selected 
BPMN & Secured use cases)
• Design for reuse approaches
• Reuse Development 
(Implementing composable
services)
• Testing for reuse, 
composition & integration 
testing strategies

SEF-SCC: Service-Security-Reuse – Three Integrated 
Service Engineering Frameworks

Business Process 
Driven Service 
Development Lifecycle 
(BPD-SDL)

Method, Process, 
Framework, 
Architecture,& 
Design Principles
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Validating Reference Architecture

Gupta, D (2013) Service Point Estimation Model for SOA Based Projects, http://servicetechmag.com/system/application/views/I78/1113-1.pdf

Service is a unit of solution logic to which 
service-orientation has been applied to 
meaningful extent. 

𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑃𝑜𝑖𝑛𝑡 𝑆𝑃 = ෍

𝑖=1

𝑛

(𝜋 × 𝑃)

Where,
π - infrastructure factor with empirical value
P - single specific service's estimated size 
varying with different service types.
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Reference Architecture for Software Engineering: Service-Based

The best practice principles are: 
• use port concept to define all interfaces
• follow best practice guidelines on 

interface design principles with service 
components

SEF-SCC Service component model 
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Architect needs to categorise services 

therefore place them in the appropriate 

architecture layers
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Increasing Level of Abstraction

Key principles of SEF-SCC service testing:

• Performance Testing 

• Security and Privacy Testing

• Build Security In (BSI) Testing

• Service Requirements Driven Testing

• Service Specification Testing (Automated BPEL)

• SEF-SCC Design Driven Tests

• Design for Service Testing Principles 

• Automated Recovery and Safety Driven Tests

• Continuous Monitoring for abnormalities

• Boundary Value Analysis Testing

• Penetration Testing

Design Abstraction: Mix & Match

Mapping Services to SEF-SCC Reference Architecture

Ramachandran, M (2008) Software 
Components: Guidelines and Applications, 
Nova Scientific Publisher

Ramachandran, M (2012) Software Security 

Engineering: Design and Applications, Nova 

Scientific Publisher

SEF-SCC Service Testing Techniques

Ramachandran, M (2011) Knowledge 
Engineering for Software Development Life 
Cycles, IGI Global Publishers
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